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Command



Lets Start Command!

1. Basic; whoami, hostname, date, free, etc...

2.

Intermediate:
Hardware Info

1. Ishw -short

2. lscpu
3. free-h
4. df-h
5. Isblk

OS & Kernel Info
1. Isb_release -a
2. hostnamectl
3. uname -a

4. uname -r

System Status

1. uptime
2. top

3. htop
Network Info
1. ipaddr
2. ss-tuln

How to update, upgrade, & install
1. sudo apt update

2. sudo apt upgrade

3. sudo apt install neofetch

4. neofetch

~~~ later we will install more things



Lets Start Command!

3. Make dir, make file, edit file (nano), view file (cat)...
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mkdir

touch hello.txt
nano hello.txt
cat hello.txt

4. Copy file, move file, delete file
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cp hello.txt newhello.txt

cp newhello.txt subfold/

cp hello.txt subfold/hello2.txt

cp /root/mynewfold/hello.txt /root/newfold2/

cp /root/mynewfold/hello.txt /root/newfold2/hello2.txt
mv newhello.txt latesthello.txt

myv latesthello.txt subfold/

mv /root/mynewfold/hello3.txt /root/newfold2/

rm /root/mynewfold/subfold/latesthello.txt

rm -r subfold



Lets Start Command!

5. Transfer file = powershell
1. scp -r \Users\User\Desktop\index1.php root@206.189.80.102:/var/www/html

6. View ~#ls
7. Find ~#

1. find.-name hello.txt
2. find.\! -name hell



User & Group

1. Add user

1. adduser nizam
2. Check user

1. users

2. id nizam or id root
3. Addgroup

1. groupadd mygroup
4.  Add ‘user’ inside any group

1. usermod -G mygroup nizam

2. usermod —g mygroup nizam = WILL remove default group

3. Usermod -aG sudo nizam = to add this user to have the power of root!
5. Check MORE details

1. sudo less /etc/passwd

2. sudo less /etc/group

3. sudo less /etc/shadow

6. Delete user
1. userdel nizam
2. userdel -r nizam = delete with ALL folder
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How to secure your linux server!

Update & upgrade your Linux (its good if you set to automatic update).

Limit user account/don’t use root but use ‘user’ that u created.

Don’t use password, but use authentication key-pair.

Lockdown login (Harden SSH) = e.g; change port 22 to any other port (e.g; 717)

Firewall setup & configuration.



5. Firewall Setup

1. sudo ss -tupln

2. sudo apt install ufw

3. sudo ufw status
A—sud ey tlew

5. sudo ufw enable

6. sudo ufw allow 80/tcp

Block Ping!

1. sudo nano /etc/ufw/before.rules

2. -A ufw-before-input -p icmp --icmp-type echo-request -j DROP
3. sudo ufw reload

4. sudo reboot



Web Services

Web Server | PHP | Database (MySQL)



Complete Step — webserver, php

sudo apt update

sudo apt upgrade

sudo apt install nginx

sudo systemctl status nginx

sudo apt-get install software-properties-common —y
sudo add-apt-repository ppa:ondrej/php

sudo apt-get install php8.5 php8.5-mbstring php8.5-gettext phES.S-zip |Iohp8.5-fpm
php8.5-curl php8.5-mysql php8.5-gd php8.5-cgi phﬁ8.5-soap php8.5-sqlite3 php8.5-
xml php8.5-redis php8.5-bcmath php8.5-imagick php8.5-intl

8. Navigate to =2 etc/nginx/sites-available
sudo nano default

9. Sudo systemctl restart nginx
10. sudo aptinstall zip
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Complete Step — Database (MySQL)

1. sudo apt install mariadb-server

2. Change the root or main user for mysql. Normally we use
username: root
password: {empty}

3. sudo mysql
* mysql> CREATE USER 'nizam'@'localhost' IDENTIFIED BY 'nizam@124';
* mysqgl> GRANT ALL ON *.* TO 'nizam'@'localhost’;

or

GRANT ALL PRIVILEGES ON *.* TO 'nizam'@'localhost’;
* mysql> FLUSH PRIVILEGES;
* mysql>SHOW DATABASES;
* mysql> select host, user from mysgl.user;



Database Structure

CREATE DATABASE ilp_database;
USE ilp_database;

CREATE TABLE participants (
id INT AUTO _INCREMENT PRIMARY KEY,
name VARCHAR(100) NOT NULL,
gender ENUM('Male’, 'Female’) NOT NULL,
id_number VARCHAR(50) NOT NULL UNIQUE,
class VARCHAR(20) NOT NULL,
remark TEXT,
created _at TIMESTAMP DEFAULT CURRENT_TIMESTAMP



Web Application



What is Website?

3 <hg
4 < it =
= ) <html—
<he
8 4 J 2| <html lang="en">
7 9 4 <head>
8 4 d 4 <!l-- basic -
] L ) <meta charset="utf-3" />
o 9 4 <meta http-equiv="X-UA-Compatible” content="IE=edge"” />
1 9 4d 7 <l-- mobile metas --»
2 4 I v t" content="width=device-width, initial-scale=1" /»
3 < ) <meta name="viewport” content="initial-scale=1, maximum-scale=1" />
4 9 4 <l-- site metas --»>
5 4 4 <titlerRizlah Enterprise</titles
8 < 4z <meta name="keywords" content="" />
7 4 ) <mets name="description” content="" />
e 9 d <meta name="author" content="" />
8 4 4 <!-- bootstrap css -->
20 ) «1link rel="stylesheet™ href="gss/bootstrap.min.css” />
9 4 7 <l-- style css --»
4 8 <link rel="stylesheet™ href="css/style.css" />
4 4 <l-- Contact Form --»
1 <
9 4 <!-- Responsive--»
4 4 <link rel="stylesheet™ href="css/responsive.css" />
4 4 «!-- fevicon --»
4 ) <link rel="icon" href="images/favicon.ico™ type="image/gif" />
9 4 <l-- Scrollbar Custom (S5 --»
< 4 <link rel="stylesheset™ href="css/jquery.mCustomScrollbar.min.css" />
4 <!-- jQuery-->
4 <script src="https://ajax.googleapis.com/ajax/libs/jquery/3.2.1/jquery.min. js"></script>
4 <!-- Tweaks for older IEs-->
< <link
4 rel="stylesheet"
4 href="https://netdna.bootstrapcdn.com/font-swesome/4.8.3/css/font-awesome.css”
i
1 <link
& 4 rel="stylesheet"
40 1 href="https://cdnjs.cloudflare.com/ajax/libs/fancybox/2.1.5/jquery.fancybox.min.css"
. j _ "
42 E
42 1 4 <l--[if 1t IE 2]»
44 9 4 <script src="https://oss.maxcdn.com/html5shiv/3.7.3/htmlSshiv.min.js"></script>
45 ; 4 <script src="https://oss.maxcdn.com/respond/1.4.2/respond.min.js"></script
48 . Jd = ¢! [endif]-->
4 <l-- Leaflet--»
48 <link
2 rel="stylesheet™
href="https://unpkg.com/leaflet@l.7.1/dist/leaflet. cos"
integrity="sha512-xodZBNTCSn17Xt2atTPUEIHXVMSvLVWGoCqUKLsCCS5CXdbqCmblAshOMASE/ keqq/ sMZME12scR4PSZChSR7A=="
crossorigin=""
/>
<script

src="https://unpkg.com/leaflet@l.7.1/dist/leaflet.js"
integrity="sha512-XQoYMgMTKELvdxXYG3nZ448h0EQigl fqkls1NOQV4A4cWnUrBc8PkADC Ky 20w 1aXaVlsar IOBhiXZ5W 3y nxwh:
crossorigin=""
></script>
</head>
<!-- body -->
<body class="main-layout">
<l-- loader -->»
<div class="loader_bg">
<div class="loader"><img src="images/loading.gif" alt="#" /></div>

</fdiv>
e <!-- end loader --»
<l-- header --»
<header>
<!-- header inner --»

<div class="header">

206.189.80.102

N Linux Server Knowledge Quiz F

Test your Linux knowledge across three comprehensive sessions

Session 1: Linux History & Usage Session 2: Shell & File System

Session 1: Linux History, GNU, and Linux Usage
1. Who is credited with creating the Linux kernel?

Linus Torvalds

Richard Stallman

Bill Gates

Steve Jobs

Submit Session 1 Answers
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Website Communication/lnteraction Elements

Desktop/Laptop
Browger HTML
‘ CSS
Javageript Web HOQ {_
Web Server

\ Dafabase
Mobile Browsger

www.mgonhnesfore.eon\ E
Files (php, html, .agp)




Website Category
Static VS Dynamic

Static page request
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Peranti
Komputer/Laptop

=B

Let's build a Website!

Perisian
Web Browser
Text Editor
Web Server (XAMPP)
Server-Side Scripting (PHP)
Database (MySQL)

Dokumen
HTML

CSS

JS

PHP + MySQL

Publish

« Domain Name
* Hosting Server

www.yourdomain.com




<!DOCTYPE html>
<html>
<head>
<title></title>
</head>

<body>
<hl></hl>
<p>Hello World!</p>
</body>
</html>

What is HTML?

HTML - Hyper Text Markup Language

1. HTML is a document that allows us to define the structure
of a document or website.

2. HTML is also a markup language used to translate the
front-end display of a website.

3. This translation process is carried out automatically by
your browser.

This means rendering HTML, CSS, JavaScript,
media (images, video, etc).



What is PHP?

How to Connect
<? HTML Forme o L0 MYk
phfl ! 11 1</ 4 . } i Request action ===t HelloWorld.php
ecno <p>He Oy PHP ! < p> ; equest action elloWor
" : : ", e : ’ — /
echo "yes, this 1s me'"; using PHP & —

2> M- 4—_> ~‘ y Browser : I

PHP - Hypertext Preprocessor
1. PHP is an open-source web programming language used to create dynamic websites.

2. When we refer to a dynamic website, it must have the capability to store data (data
storage/database).

3. Dynamic websites also enable user interaction, creating two-way communication between users.

4. PHP scripts can be described as "enhanced" HTML that is executed/rendered on the server-side.



PHP & HTML SYNTAX

<!DOCTYPE html>
<html>
<head>
<title>PHP "Hello, World!" program</title>
</head>
<body>
<?php
echo '<p>Hello, PHP!</p>"';
echo "yes, this 1s me";
?>
</body>
</html>

$Sname = 'John';

Sage = 15;

Sheight = 1.65;

echo Sname . ' is ' . Sheight . "m tall\n";

WITH HTML

ONLY PHP




What is Database?

. A database is a place for collecting data in an organized and structured manner.

. A database is created to handle large volumes of information or data by inputting, storing, retrieving, and
managing that information.

. This database element is one of the key components in creating a dynamic website.

. A DBMS (Database Management System) is a software package capable of regulating a database, including
its creation, maintenance, and use.

. MySQL is an example of a DBMS (or RDBMS to be exact) that will be used in this tutorial.




MySQL

MySQL - My Structured Query Language

1. MySQL is an open-source database based on the concept of a Relational Database Management
System (RDBMS).

2. RDBMS manages data in the form of tables, which may or may not be interconnected, helping to
form the structure of a database.

3. SQL is a language that helps programmers create, modify, and extract data from an RDBMS.
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ool Site to Learn Website!

3 -
“ Tutorials = References = Exercises ¥ Certificates ~ Search. Q H </> Spaces ™= For Teachers + Upgrade = Get Certified

o1} JAVASCRIPT 5QL PYTHON JAVA PHP HOW TO W3.CSS C+t (o] BOOTSTRAP REACT MYSQL JQUERY EXCEL XML DJANGO NUMPY PANDAS NODEJS Ds >

Learn to Code

With the world's largest web developer site.

Search our tutorials, e.g. HTML Q

Not Sure Where To Begin?

HTML Example:

<!DOCTYPE html>

html

head

title>HTML Tutorial</title

/head
Learn HTML body

h1>This is a heading</h1
Video Tutorial p>This is a paragraph.</p

/body
HTML Reference /html
Get Certified Try it Yourself

The language for building web pages
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Examples

"Explain quantum computing in
simple terms" =

"Got any creative ideas for a 10
year old’s birthday?" =

"How do | make an HTTP
request in Javascript?® -

Capabilities

Remembers what user said
earlier in the conversation

Allows user to provide follow-
up corrections

Trained to decline inappropriate
requests

A

Limitations

May occasionally generate
incorrect information

May occasionally produce
harmful instructions or biased
content

Limited knowledge of world and
events after 2021




DOMAIN NAME



Buy domain name from...

ywhhost Domains ~ Hosting ~ VPS ~ Servers ~ Solutions ~

Domain I Top-Level-Domain Name Malaysia .MY Domain Country Code Domain

Register Your New Domain Internet Address Today!

Search & register your internet identity domain name or transfer existing domain to us for renewal

i New Registration

B Add web & Email Service for only RM199.50/year | Looking for .MY Malaysia Internet Domain?

* Domain price displayed are for standard, non-premium names. Learn >>

& & cheapest price ever at RM9.90 .com RM4450 (I RM89.90 @ RM59.80

https://www.exabytes.my
https://www.yeahhost.com.my
https://www.shinjiru.com.my/
https://www.hostinger.com



Successtul bought!

Invoice Items

Description
Domain Registration - nizamajar.com - 1 Year/s (26/11/2025 - 25/11/2026)
Sub Total
8.00% S5T
Credit

Total

Amount

RM44.50

RM44.50
RMO0.00
RMO0.00

RM44.50



Create & Manage Domain

Networking

Domains. Reserved Py Load Ba

ations Ficowatls

Add a domain

1 AP

DigitalOcean 5% Pa

Looks like there are no domains here.

Projoct

o Unux Training

oy

Create a record @ nizamajar.com m

Record Type'

Domain records

d Type Hostname Value Lt
Hostname: CNAME train.nizamajarcom f nizamajarcom @ 43200
A nizamaj 20618980102 § 3600
Wil direct to
NS nizamajar.com ¢ nstdigitalocean.com 0 1800
= g x
TTL (seconds)’ NS nizamajar.com ns2.digha D 1800
NS nizamajar.com ns3digitaloceancom 1800
. |
Networking
Domains Reserved IPs Load Balancers VPC Muiti-cloud Integrations Firewalls PTR Records
Domains Add a domain
Domain Directs to
‘/@ nizamajar.com ﬁ\l msr-ubuntu24-nizam
X/ 1a71CNAN NS /1SOA ’® SGP1/206189.80102



Create & Manage Domain

Managing nizamajarcom

Client Area My Domains nizamajar.com

yeahost Managing nizamajarcom

Client Area mains / nizamajar.com

Nameservers
Nameservers

Changes Saved Successfully!

You can change where your domain points to here. Please be aware changes can take up to 24 hours to propagate.

- You can change where your domain points to here. Please be aware changes can take up to 24 hours to propagate.
O Use default nameservers

@® Use custom nameservers (enter below)
O Use default nameservers

@® Use custom nameservers (enter below)

Nameserver 1 ns1.digitalocean.com
Nameserver 2 ns2.digitalocean.com Nameserver 1 nsi.digitalocean.com
- Nameserver 2 ns2.digitalocean.com
Nameserver 3 ns3.digitalocean.con g
Nameserver 3 ns3.digitalocean.com
Nameserver 4

Nameserver 4

Nameserver 5
Change Nameservers

Nameserver 5

Change Nameservers
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